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of the privacy issues of millions of users of smartphones and 
the lack of adequate solutions to assure the security of data. 
Having this in mind it is worth to think about more ways of 
how to reduce the risks connected with the mobile security in 
the context of the development process itself. One of the most 
crucial aspects which will be the core of the proposed solution 
is to create a model which will assure less probability of cap-
turing the sensitive data by the malicious software or hackers 
[8, 11, 15, 21].

The developed model called Secure Development Strategy 
(SDS) was introduced for building mobile applications so that 
they would be less vulnerable to external attacks and leaks of 
sensitive data (Fig. 1).

The existing approaches to mobile application security fo-
cus mainly on the transmission of sensitive data to external 
services, whereas using the SDS approach equal focus is put on 
all aspects of the sensitive data management. Safe data transfer 
between mobile and external devices is undoubtedly a crucial 
link in the process of securing the applications, however not 
the only one.

The idea of Secure Development Strategy assumes that 
application should conform to predefined security standards 
embracing three main areas: storage (of sensitive data on the 
mobile device), access and transfer of sensitive data. Confor-
mation to the standards should be achieved by implementing 
threefold security pattern for each of the mentioned areas. The 
model specifies the assumptions on how to achieve a proper 
level of security in each field and provides necessary details on 
the implementation of mechanisms which will allow achieving 
desired safety effects.

The foundation of data storage pattern should be based on 
the limitation of the data stored on the device and (in case the 
storage is inevitable) proper level of protection achieved by 
encryption. As far as typical storage mechanisms are concerned 
they assure the most reliable degree of security, however in 
case of capturing the device extraction of data from built-in key 
stores does not constitute a major difficulty. The most desired 
practice would be then limitation of the amount of the data 
stored especially this of critical importance. However, as it is 
not possible to avoid it entirely, additional precautions should 
be considered, encryption seeming to be of the greatest signif-
icance. The main focus for accessing data is put on the identifi-
cation and verification of the device and the user who attempts 
to gain an access to the application resources. Also additional 

access privilege verification process can be implemented for 
specific methods which require such access.

The last component which is data transfer is dependent on 
the operation of the system as a whole, therefore the most con-
cerning aspects that will be taken into account are the format, 
the encoding and the integrity of the data which are going to be 
transferred. All of the mentioned mechanisms should be sup-
ported by appropriate encryption techniques.

2.1. Data storage security model. The first pillar of the SDS 
storage concerns solely the client-side of the system i.e. the 
mobile application. The major assumptions of data storage pat-
tern embrace sensitive data encryption, limitation and restricted 
access (Fig. 2).

While designing mobile applications the developer has two 
possibilities on where to store application data. He can choose 
external server where data will be stored in databases and spe-
cial firewall mechanisms will block access to it. On the other 
hand some of the information which the application uses are 
necessary to be stored on the device. The most common reason 
for this, is application working in an offline mode when there 
is no communication with the server and the external database 
and login mechanisms with “remember me” feature.

The first option seems to be a better solution as it eliminates 
the risk of losing data when the device is damaged. Nonetheless, 
it requires a large amount of data traffic between the application 
and the server. In that light the second option comes in handy 
– it reduces the amount of data transfer. However it seems to be 
less practical, as the data to be valid need to be updated. More-
over, the storage space of the device is also limited. Thus, the 
combination of both solutions comes from the need of keeping 
the data up-to-date and accessible by many devices at any time 
simultaneously giving the possibility to store a little number of 
crucial information on the device.

The data stored on the device has mainly device-specific 
values which enable to identify the users. It is also worth not-
ing that mobile applications are always parts of more complex 
systems which include server applications, database(s) and web 
or administration modules.

Fig. 2. Assumptions of data storage model

Fig. 1. Pillars of Secure Development Strategy for mobile applications
















