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Abstract. In the present scenario internet usage and the online banking sectors are experiencing spectacular growth. The Internet is the
fastest growing banking channel today, both in the fields of corporate and retail banking. Banks prefer their customers to use the online
banking facility as it reduces their cost, primarily through labour costs. The online banking system addresses several emerging trends:
customers’ demand for anytime, anywhere service, product time-to-market imperatives and increasingly complex back-office integration
challenges. Online fraud has become major source of revenue for criminals all over the globe. The challenges that oppose online banking are
the concerns of security and privacy of information. This has made detecting and preventing these activities a top priority for every major
bank. The use of single-factor authentication, such as a user name and the password, has been inadequate for guarding against account fraud
and identity theft, in sensitive online banking systems. In this paper we are going to analyze the QKD multifactor authentication in online

banking systems.
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1. Introduction

Online banking that allows people to interact with their bank-
ing accounts via the Internet from virtually anywhere in the
world provides enormous benefits to consumers in terms of
the ease and cost of transactions. This online banking system
permits consumers to request information and carry out most
of banking services such as balance reports, inter-account
transfers, and bill payment. This means that online banking
has a very large potential for use since many people expect
that electronic checks will substitute paper checks. While on-
line banking offers enormous advantages and opportunities, it
faces different kinds of risks that are specific to conduct sensi-
tive business over the Internet. The online banking system ad-
dresses several emerging trends: customers’ demand for any-
time, anywhere service, product time-to-market imperatives
and increasingly complex back-office integration challenges.
The basic architecture of online banking system consists of
three major components

e User
e Application server
e Database, which stores user and bank data.

Since online banking is a new technology that has many
capabilities and also many potential problems, users are hesi-
tant to use the system. The use of online banking systems has
brought many concerns from different perspectives: govern-
ment, businesses, banks, individuals and technology.

By strengthening the privacy technology, this ensures the
secrecy of user’s personal information and further enhance
the security of the transactions. The examples of the private
information relating to the banking industry are: the amount
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of the transaction, the date and time of the transaction, and the
name of the merchant where the transaction is taking place.
Presently, online banking users only need a computer with ac-
cess to the Internet to use online banking services. Users can
access their banking accounts from anywhere in the world.
Each user is provided a login ID and a password to access
the service. It is indeed easy and convenient for users.

The problem with password is that when it has been com-
promised, the fraudsters can easily take full control of online
transactions. In such cases, the password no longer works as
an authentication token because we cannot be sure who is
behind the keyboard typing that password in.

Authentication aims to prevent fraudsters from accessing
online banking accounts that do not belong to them, and sub-
sequently viewing confidential information, causing malicious
damage and stealing funds. In general, the solutions to the
online banking authentication issues require the use of multi-
factor authentication mechanism.

In this paper we first discussed the motivations and ven-
tures in online banking. Secondly, it talks about the multi-
factor authentication. Thirdly, this paper discusses the Quan-
tum Cryptography concept used for multi-factor authentica-
tion in online banking systems. Fourthly, the security issue
and attacks are also discussed, with analysis of Quantum Key
Distribution (QKD) and finally the conclusions with some
thoughts.

2. Multi-factor authentication

The process by which a user proves his association with an
electronic identity to a computing system is called authen-
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tication. An authentication factor is used to produce some
evidence that an entity at the end of the communication chan-
nel is the one which it claims to be. Authentication factors are
grouped into classes according to how they are linked to their
owners. Authentication keys are called multi-factor when they
use more than one of the factors of authentication. Tradition-
ally, all authentication mechanisms can be placed into one of
the following three categories:

e Something you know — a secret, such as a password.

e Something you are — a biometric, such as a fingerprint.

e Something you have — a device or object or some kind,
such as a credit card.

Multi-factor authentication is either two-factor or three-
factor. Note that using two types of the same factor is not
multi-factor authentication. For example, a password and per-
sonal information are both what you know, so using them
together would still be single-factor authentication. In a multi-
factor authentication, multiple authentication secrets of com-
plementary natures, such as a long-term password and a one-
time response value, are combined securely to provide mutu-
al authentication. Multi-Factor Authentication provides very
strong protection for secure communication and has been rec-
ommended by many banking systems for use in highly sen-
sitive banking services. The authentication secrets must be
combined so that the user can convince the bank-server that
he knows all the authentication secrets and that the bank -
server can convince the user that it knows all the authentica-
tion secrets: this provides mutual authentication.

Multi-factor authentication can improve security. Howev-
er, this usually comes with an increase in cost and system
complexity. For these reasons, the authentication key must be
selected based on the risks to be addressed.It should be taken
care that the multi-factor authentication mechanisms chosen
should be interoperable,reliable, scalable for future growth,
and readily accepted by the user.

3. Quantum cryptography
for Multi-Factor Authentication

Previously we have proposed a Quantum cryptography au-
thentication mechanism for multi-factor authentication in on-
line banking system [1]. In that system we have proposed an
authentication mechanism as follows:

Fig. 1. User authentication through quantum cryptography: source
(after Ref. 1)
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Here we are having step by step scheme for our proposed
authentication mechanism. In this proposed model we have
introduced quantum cryptography concept for authentication.
Figure 1 shows the steps for authentication. The two levels of
authentication we have used in an online banking system to
stronger the authentication.

1. Produce Login Id and Pass-code
. Transmit Login Id and Pass-code
. Verify Login Id and Pass-code
. Transmit service options
. Present service options
. Transaction request
. Transmit transaction request
. Quantum Key Distribution
. Produce Quantum code

10. Transmit Quantum code

11. Verify Quantum code

12. Transmit transaction confirmation

13. Present transaction confirmation

This scheme of authentication is an enhancement of the
standard authentication scheme which authenticates the cus-
tomer to the online banking system. Strength of this Quantum
authentication is that it allows the user to have a higher level
of trust in any communication they receive from the banks and
it allows users to feel safe when logging into their accounts.
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4. Security attacks and analysis

In parallel with this growth in attack volume, there has been
a parallel rise in the variety and complexity of attacks. Bank-
ing security experts must now be familiar with a bewilder-
ing, array of techniques and terminology: phishing, pharm-
ing, spear phishing, session hijack, man-in-the-middle, man-
in-the-browser, Trojans, Rock Phish. .. the list goes on.

4.1. User fraud attacks. Where the user deliberately com-
promises his or her authentication key or computing environ-
ment to enable them to deny subsequent authentication events.

4.2. Eavesdropper attacks. Where an attacker obtains in-
formation from an authentication exchange and recovers data,
such as authentication key values, which then may be used to
authenticate.

4.3. Insider attacks. Where verifiers or systems managers
deliberately compromise the authentication system or steal
authentication keys or related data.

4.4. Key logger attacks. Malicious code or hardware attacks
that capture keystrokes of a customer with the intention of
obtaining any password typed in by the customer or other
manually entered authentication key data.

4.5. Malicious code attacks. Attacks that are generally
aimed at the customer’s computing environment. They vary
in their sophistication from simple key loggers to advanced
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Trojan programs that can gain control of the customer’s com-
puter. Malicious code attacks may also be aimed at verifier
systems.

4.6. Man-in-the-middle attacks. Where an attacker inserts
himself between the customer and the verifier in an authen-
tication exchange. The attacker attempts to authenticate by
posing as the customer to the verifier and the verifier to the
customer.

4.7. Password discovery attacks. This covers a variety of
attacks, such as brute force, common password and dictio-
nary attacks, which aim to determine a password. The at-
tacker may try to guess a specific customer’s password, try a
few commonly used passwords against all customers, or use a
pre-composed list of passwords to match against the password
file, in their attempt to discover a legitimate password.

4.8. Phishing attacks. Social engineering attacks that use
forged web pages, emails, or other electronic communica-
tions to convince the customer to reveal their password or
other sensitive information to the attacker.

4.9. Replay attacks. Where the attacker records the data of
a successful authentication and replays this information to at-
tempt to falsely authenticate to the verifier.

4.10. Session hijacking attacks. Where the attacker takes
over (hijacks) a session following successful authentication.

4.11. Shoulder-surfing attacks. Social engineering attacks
specific to password systems where the attacker covertly ob-
serves the password when the customer enters it.

4.12. Social engineering attacks. Attacks that are aimed at
obtaining authentication keys or data by fooling the customer
into using an insecure authentication protocol, or into loading
malicious code onto the customer’s computer. Attacks may al-
so be aimed at the verification process, for example by trying
to trick help desk staff into accepting a false story.

4.13. Verifier impersonation attacks. Where the attacker
impersonates the verifier to the customer to obtain authen-
tication keys or data, which then may be used to authenticate
falsely to the verifier.

Quantum Cryptography is a particularly good method for
producing long random keys. Quantum Cryptography is of-
ten described by its proponents as “unconditionally secure”
to emphasize its difference with computationally secure clas-
sical cryptographic protocols. Quantum Cryptography using
Quantum Key Distribution is a new tool in the cryptography.
It allows for secure key agreement over an untrusted channel
where the output key is entirely independent from any input
value, a task that is impossible using classical cryptography.
A property of quantum key distribution is that a relatively
short input can be used to generate perfectly secure random
key material.

Bull. Pol. Ac.: Tech. 63(2) 2015

Any secure key agreement protocol must make a few min-
imal assumptions, for security cannot come from nothing: we
must be able to identify and authenticate the communicating
parties, we must be able to have some private location to per-
form local operations, and all parties must operate within the
laws of physics. In QKD Multifactor Authentication a secret
key is shared between user and Bank to authenticate the very
first quantum exchange. They obtain some quantum states and
measure them. They communicate to determine which of their
measurement results could lead to secret key bits; some are
discarded in a process called sifting because the measurement
settings were incompatible. It has been shown that using part
of the output of this QKD session to authenticate the us-
er means that this communication is perfectly secure. They
perform error correction and then estimate a security parame-
ter which describes how much information an eavesdropper
might have about their key data. After that they perform pri-
vacy amplification for the authentication purpose and got that
final authentication for online banking transaction.

QKD is just one part of this overall information security
infrastructure: two parties can agree upon a private key, the
security of which depends on no computational assumptions,
and which is entirely independent of any input to the protocol.
Quantum key distribution does not remove the need for au-
thentication: indeed, authentication is essential to the security
of QKD, for otherwise it is easy to perform a man-in-the-
middle attack. The unconditional security of QKD systems
has been mathematically proven: even in the face of an ad-
versary with infinite supplies of time and processing power,
the security simply cannot be broken.

5. Conclusions

In this paper, we have analyzed a number of attacks for mul-
tifactor authentication and find that the use of QC/QKD for
authentication is safe for online banking systems.

The introduction of additional authentication provides an
added level of security. The QKD Multifactor authentication
provides an effective protection against a wider variety of se-
curity threats without increasing the burden on the end user.
This enables banks to implement much more effective secu-
rity measures, reducing their financial risk of online banking
threats without adding significant maintenance cost for the
online transaction and other online applications. Banks, nev-
ertheless, have a dilemma in introducing more layers of au-
thentication as it leads to more difficulty for users in accessing
and utilizing their bank accounts and services.

QKD does not eliminate the need for other cryptograph-
ic primitives, such as authentication, but it can be used to
build systems with new security properties. Experimental re-
search on quantum key distribution continues to improve the
usability, rate, and distance of QKD systems, and the abil-
ity to provide and certify their physical security. As public
key cryptography systems are retooled with new algorithms
and standards over the coming years, there is an opportuni-
ty to incorporate QKD as a new tool offering fundamentally
new security features. As experimental research continues, we
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expect the costs and challenges of using QKD to decrease to
the point where QKD systems can be deployed affordably and
their behaviour can be certified.
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