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An IEEE 802.11 MAC Layer Covert Channel Based
On Supported Rates

Geovani Teca, and Marek Natkaniec

Abstract—Wireless Local Area Networks present several vul-
nerabilities that are exploited, and as a result, numerous at-
tacks have been developed and used against them. Although
countermeasures to detect and eliminate such threats have been
created throughout the years, few methods exist to prevent
the attacks. IEEE 802.11 covert channels could be considered
a candidate to prevent Wi-Fi attacks since they allow secret
communication between the client station and the access point
without establishing an association. They can be implemented in
frames that attackers do not target. This paper presents a new
covert channel that prevents Wi-Fi attacks. We also describe
metrics, and discuss the performance results of the proposed
solution. We show that the new protocol is able to achieve high
efficiency of operation.

Keywords—steganography; covert channel; IEEE 802.11 net-
works; performance evaluation

I. INTRODUCTION

IEEE 802.11 is the standard for Wireless Local Area Net-
works (WLANs), commercially known as Wi-Fi. The con-

stant growth in the production of mobile devices transformed
IEEE 802.11 wireless networks [1], [2] into a primary system
to provide Internet connectivity to those devices. The IEEE
802.11 networks offer multiple benefits: simple to set up and
maintain, grant users freedom of mobility, and extend their
range with less cost. Those are the main features that led to
the fast adoption and popularity of the IEEE 802.11 networks.

Devices in the IEEE 802.11 network send data through
electromagnetic waves propagating over the air, which means
that no data transmission occurs in secret. Any device working
on the same wireless channel can notice the transmission
whenever a device sends data. During communication, the data
is exposed and vulnerable to threats and attacks. There is a
risk of sensitive data being intercepted and decrypted by third
parties.

In the IEEE 802.11 networks, traffic analysis is one of the
potential security risks that attackers can exploit. Anyone with
a monitoring capability can secretly listen to the communica-
tions over the wireless channel, capture the frames, and modify
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them [3], [4]. In addition, there are well-known wireless
attacks, such as the rogue access point (rogue AP), reply
attack, and deauthentication attack. Although countermeasures
against wireless attacks have been developed [5], [6] with the
advance of information technology, the attacks have become
more sophisticated.

Due to the frame’s content and purpose, in IEEE 802.11,
some frames are the most targeted of attacks, as is the case
of data frames, and other frames are used to initiate an
attack, such as deauthentication or association request. The
type of frame exchanged between the STA and AP depends
on which state STA is in. In the initial state, when STA is
unauthenticated and unassociated with the AP, the scope of
frames it is allowed to send is limited. In the initial state,
some frames draw less attention from the attackers and still
allow the STA to execute routine operations, such as scanning
for available networks.

The frames STA sends for routine operations can carry
secret data to the AP even without any authentication or
association through a technique known as steganography.
Steganography conceals a secret message inside an explicit
message, achieved through covert channels. Therefore, a covert
channel based on IEEE 802.11 frames can be a suitable
mechanism to prevent wireless attacks.

This paper presents the concept and implementation of a
covert channel to prevent IEEE 802.11 STA from attacks by
remaining in the scanning phase and simultaneously allowing
STA to send secret information without being authenticated
or associated with the AP. From the observer’s point of view,
STA is neither associated with the AP nor attempting to do so.
Thus, that cautious behavior reduces the probability of STA
becoming a potential target for the attackers.

The paper is organized as follows: Section II presents the
state-of-the-art research on IEEE 802.11 MAC layer covert
channels that allow communication between STA and AP
without association. In section III, we provide the preliminary
knowledge and the concepts that are the foundation for the
proposed covert channels. The fourth section describes the
IEEE 802.11 most predominant attacks and the respective
countermeasures. Section V explains the covert channel con-
cept, design, and operation. Section VI presents the covert
channel implementation, describing the simulation environ-
ment, the simulation scenarios, the covert channel metrics, and
results. The conclusions are presented in section VII, which
summarizes achievement and final observations.
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II. STATE OF THE ART

Covert channels create a hidden and secure communica-
tion channel to conceal information between two endpoints
without disturbing the regular network operation. This section
describes the covert channels implemented in the MAC layer
using IEEE 802.11 frames.

The paper [7] describes a unidirectional covert channel
based on the Probe Request frame. The secret message is
introduced in the Service Set Identifier (SSID) field and sent
in the Probe Request while scanning for available networks.

Two methods to send secret data are demonstrated in [8].
The first is based on the Sequence Control (SC) field. The
SC consists of two subfields: Sequence Number (12 bits),
incremented by one in each new frame, and Fragment Number
(4 bits), likewise incremented by one in each frame’s fragment.
The first proposed covert channel inserts the secret message in
the eight MSB of the SC. The second covert channel is created
in a MAC frame encrypted with Wired Equivalent Privacy
(WEP) protocol [9]. When using WEP, a 32-bit Initialization
Vector (IV) is added between the IEEE 802.11 frame header
and body. The IV header consists of fields: IV (24 bits), Pad
(6 bits), and Key ID (2 bits). The IV is a randomly generated
value and is used to carry the secret message.

The research [10] proposes a covert channel based on
the Protocol Version (PV) field. The IEEE 802.11 MAC
header’s first field is the Frame Control, consisting of subfields
containing details about the frame. The first subfield is the PV
(2 bits) which allows specifying the 802.11 standard version.
According to the authors, the PV is expected to be zero (00).
Therefore, the three remaining combinations (01, 10, 11) are
used to encode the secret message.

The paper [11] presents a covert channel using the Beacon
frame. The secret information is encoded in the Timestamp
field. The Timestamp (64 bits) represents the time elapsed
since AP radio was enabled. The authors proposed two covert
channel variants. In the first variant, the AP calculates the
Timestamp and replaces the four LSB for the secret informa-
tion. In the second variant, the secret information is encoded
by altering the intervals between subsequent Beacon frames.

A similar approach that uses the Beacon frame to create a
unidirectional covert channel is proposed in [12]. AP broad-
casts Beacon frames periodically to announce the existence of
the network and its parameters. The constant interval between
consecutive Beacons is indicated in the field Beacon Interval.
The proposed covert channel encodes the secret message by
either adding a delta value to the Beacon Interval or subtracting
a delta value from it.

As presented, the existing covert channels implemented
in the IEEE 802.11 MAC layer enable the transmission of
secret information in the network or are used as authentication
mechanisms between STA and AP. Therefore, a covert channel
that allows STA to communicate with the AP without being
associated is a suitable mechanism to prevent Wi-Fi attacks.

III. PRELIMINARY

This section describes the following notions: the IEEE
802.11 state diagram, Probe Request frame, Supported Rates,

Fig. 1. IEEE 802.11 State diagram

and Extended Supported Rates fields. The concepts constitute
the foundation for creating the covert channel.

A. IEEE 802.11 State Diagram

In contrast to Local Area Networks, where in most cases,
plugging the Ethernet cable into the network device grants full
network access, in IEEE 802.11, the STA has to be associated
with the AP. The STA goes through different states to establish
the association with the AP.

As depicted in Fig. 1, in the first state, the STA is unauthen-
ticated and unassociated (State 1). In state 1, the STA starts
the network scanning process to discover available networks
through passive or active scanning. In passive scanning, STA
listens to Beacon frames in the wireless channels, and in
active scanning, STA broadcasts Probe Request frames over
the wireless channel. Upon receiving the Probe Request, the
AP replies with a Probe Response containing the relevant
network information.

After discovering the wireless network’s existence and
deciding which AP to establish the association, the STA
sends an authentication request, providing its credentials. If
the credentials match, the AP replies with an authentication
response with a code indicating success. The STA passes
to the authenticated and unassociated state (State 2). During
the authentication, an attacker could monitor the channel and
attempt to decrypt the frames to acquire the STA credentials
[13]. Even after authentication, the STA becomes a potential
target of a deauthentication attack [14].

To have complete access to the network, STA issues an
association request. The AP grants the association assigning
an association ID to the connection, and then STA moves to
the last state: authenticated and associated (State 3). In state 3,
the confidentiality and integrity of the exchanged data frames
between STA and AP become a target for the attackers.

B. Supported Rates and Extended Supported Rates

The Probe Request frame format is demonstrated in Fig. 2.
The frame consists of a header and a body. The header is a
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Fig. 2. IEEE 802.11 Probe Request frame format with the location of the
Supported Rates field highlighted in the black background

Fig. 3. Probe Request frame captured from a real Wi-Fi network using
Wireshark

regular IEEE 802.11 header for management frames. The body
contains SSID, Supported Rates, HT - High Throughput, and
VHT - Very High Throughput capabilities.

The Supported Rates field, highlighted in Fig. 2 with a
black background, lists the data rates supported by the STA to
communicate with the AP. Each data rate value is 8 bits. Seven
bits represent the data rate value (from the bit in position 0
through 6), and the last bit (the bit in position 7), the MSB
indicates whether the supported rate is mandatory (basic rate)
or optional.

The Supported Rates field is up to eight data rates. If STA
supports more than eight data rates, it can list them by adding
the optional field Extended Supported Rates. Fig. 3 presents
a Probe Request captured from a real Wi-Fi network using
Wireshark software tool. As demonstrated, the STA supports a
total of twelve data rates. The first eight data rates are inserted
in the Supported Rates, and for the remaining, the STA lists
them in the Extended Supported Rates.

The optional Extended Supported Rates is an extension of
the Supported Rates, which is omitted from the Fig. 2.

IV. IEEE 802.11 ATTACKS AND COUNTERMEASURES

The current section introduces the most popular wireless
network attacks and the existing countermeasures to detect
and eliminate those attacks.

The rogue AP is an AP connected to the network without
consent, acting as an impostor and impersonating the legitim

AP by sending frames with identical properties to the authentic
AP. A rogue AP is challenging to detect for regular network
users since it can be intentionally placed closer to the victim,
providing better signal strength than the original AP. Addition-
ally, in wireless networks, users can connect to an AP without
knowing its location or who is responsible for the network
administration [15], [16].

Article [17] presents an excellent overview of the rogue AP
problem. It lists prevention techniques and offers a taxonom-
ical classification for rogue AP detection: client-side, server-
side, and hybrid approach.

There are several mechanisms to detect rogue AP. Research
paper [18] proposes rogue AP detection by analyzing the
network traffic characteristics. The method analyzes the AP
behavior when the end-user generates traffic that demands a
reaction from the AP. Another interesting method to detect
rogue AP is presented in [19]. In the proposed method,
from two APs configured with the same parameters, the
STA acquires the SSID, Basic Service Set Identifier (BSSID),
IP, and Round Trip Time (RTT). In essence, the proposed
method uses a decision tree. In each step, STA compares the
new AP parameters against the previously collected ones. A
proposed framework for rogue AP detection is presented [20].
The framework combines existing detection methods with a
different approach from the authors. The framework is an
open-source application that runs on Linux Operating System.

Packet sniffing attacks consist of using network traffic
analyzers such as Wireshark and tcpdump to monitor and
collect the network traffic for late decrypting the content of
the frames. Packet sniffing detection is challenging because
network traffic analyzers run in passive mode, making it hard
to locate or realize their presence in the network.

The article [21] describes a comprehensive review of sniff-
ing attacks and provides the respective countermeasures to
mitigate the attacks. An innovative method to detect sniffing
attacks using traffic probing and machine learning is proposed
in [22]. The technique consists in continuously sending traffic
to the suspicious machine and analyzing its response time to
determine if the target host interface is in monitoring mode.

In IEEE 802.11, both AP and STA can issue Deauthenti-
cation frames. Exploring that fact, the attacker can copy the
MAC address of AP or STA and send the Deauthentication on
behalf of one of them, which is considered a deauthentication
attack [23]. The attacker can repeatedly undermine the victims’
connections, or during the re-authentication process, the STA
might fall into many traps, such as associating with a rogue
AP. Several methods have been developed to mitigate deau-
thentication attacks. The paper [24] proposes a straightforward
approach using python automation script. The script enables
the interface in monitoring mode and analyzes the frequency
of the deauthentication frames sent to a particular AP. The
research [25] presents a strategy against deauthentication at-
tacks based on hashes. STA generates a hash#1 and sends it
to AP in the Association Request, and AP generates hash#2
and sends it to STA in the Association Response. If one of
them wants to issue a Deauthentication, it includes the hash in
the Deauthentication to confirm its identity. The research [26]
makes use of Supervised Learning to detect deauthentication
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attacks. The model collects the network traffic and focuses
on three indicators: Frame Interval, Received Signal Strength
Indicator (RSSI), and Sequence Number. After learning those
parameters from the data set, the model is trained to detect
forged Authentication Requests.

Replay attacks occur when a third party listens to the
ongoing communication in the wireless channel, intercepts it,
modifies the data content, and replies as if it were the original
sender. A practical example of a replay attack is the copycat
attack [27]. The attacker copies the frame, modifies the header,
and forwards it to the router. The article also proposed
a mechanism to mitigate replay attacks, which consists in
digitally signing the frame using a private key.

While the mentioned countermeasures aim to mitigate the
attacks, only some solutions aim to prevent them. We also
observe that most attacks occur when STA is in state 2 or 3
according to the diagram presented in Fig. 1. State 1 can be
considered the safest among the three states. The STA can hide
its presence by switching to passive scanning or announce its
presence in active scanning but not engage in any meaningful
data exchange with the AP.

V. PROPOSED COVERT CHANNEL

A. Covert Channel Design

The concept presented in this paper is a covert channel
that allows STA to send secret data to AP without performing
authentication or association. The core idea in the proposed
covert channel is based on the possibility of specifying
whether a data rate is mandatory or optional in the Supported
Rates field using the MSB.

For each data rate, the STA sets the MSB to zero or one
according to the message it intends to transmit. The scheme
is presented in Fig. 4, demonstrating the procedure to encode
up to 12 bits represented as binary string 101010000110. For
the illustrated case, the STA sends a Probe Request listing 1,
5.5, 9, 36, and 48 Mbps as basic data rates and 2, 6, 11, 12,
18, 24, and 54 Mbps as optional.

The covert channel is difficult to detect because it exploits
the open topics in the IEEE 802.11 standards: there is no limit
to how long an STA stays in state one and no regulation on
which data rates are mandatory or optional for a specific STA.
The data rates can be listed in any order, and for the covert
channel, the most important thing is the order of the MSB in
each data rate of the list.

B. Covert Channel Operation

Before starting the secret communication, STA and AP
share two values, and each value is 8 bits longer. The first value
is the designated Start Sequence to signal the opening of the
covert channel, and the second value is the designated Stop
Sequence to signal the termination. Additionally, the covert
channel is implemented, assuming that AP knows the covert
STA MAC address to differentiate its Probe Request from the
others.

As illustrated in Fig. 5, when STA intends to open the covert
channel, it sends a Probe Request containing eight data rates.
The group of MSB in data rates are arranged so that when read

Fig. 4. Practical example how STA sends the covert message 101010000110
using the Probe Request

Fig. 5. Covert Channel Operation

are equal to the Start Sequence. When it receives the Probe
Request, the AP replies with a Probe Response to indicate its
readiness to receive the secret messages. From now on, each
Probe Request sent by STA is considered covert data.

Each Probe Request sent schedules two periodic events.
When triggered, the first event, STA verifies if a Probe
Response was received (Probe Response #1). If a Probe
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Response is not received, the STA immediately retransmits
it. The second event causes the STA to send the subsequent
Probe Request (Probe Request #2), and the procedure repeats
till the end of the operation.

To close the cover channel, STA sends a Probe Request with
the Stop Sequence as a secret message. When receiving the
Probe Request, the AP issues a Probe Response and considers
subsequent Probe Request frames from STA as regular frames.

VI. COVERT CHANNEL IMPLEMENTATION

A. NS-3 Simulator

The wireless network was simulated in NS-3 version 3.35
[28]. NS-3 is an open-source network simulator that supports
several network models written in C++ and Python. NS-3
provides the necessary APIs to create STA and AP nodes
and add to them the TCP/IP protocol stack. The simulator
provides the following helper classes to build the network:
WifiHelper and WifiMacHelper for defining the PHY and
MAC layer, InternetStackHelper and Ipv4AddressHelper to
configure the Internet layer, UdpServerHelper and UdpClien-
tHelper to configure UDP protocol in STA and AP nodes and
ApplicationContainer for generating traffic.

We introduce modifications in the simulator source code to
meet the covert channel requirements. The Supported Rates
field is represented by the class SupportedRates, which shares
public methods that allow adding data rates and setting the
MSB as a basic data rate or optional. The class also has
a friend class ExtendedSupportedRatesIE, representing the
Extended Supported Rates field. The class Simulator has
publicly available the Schedule method to schedule periodic
events.

We repeated the simulations several times, and calculated
the average values for each metric. In all figures, the error of
each simulation point for the 95% confidence interval did not
exceed ± 5%.

B. Simulation Scenarios

The research was carried out for two scenarios. The se-
cret message is transmitted only using the Supported Rates
frame in the first scenario. The Extended Supported Rates
field is added in the second scenario to improve the covert
channel throughput. In the first scenario, we conducted six
experiments. The first experiment is an environment with no
external traffic. In the subsequent experiments, more STAs
join the network: 10, 20, 30, 40, and 50 STAs. Each added
STA runs a UDP client application that sends data to the AP,
causing its traffic to interfere with the covert STA. In all the
experiments, the covert STA remains in the scanning state
throughout the simulation and sends Probe Requests to the AP
at regular intervals. The probe request interval varies, starting
from 10ms to 100ms, with 10ms as a step.

In the second scenario, we add four additional data rates
in the optional Extended Supported Rates field to improve
the covert channel throughput. Table I presents the essential
parameters set during the simulations.

TABLE I
SIMULATION PARAMETERS

Parameter Value

IEEE 802.11 Standard 802.11ac

Channel width [MHz] 20

Wi-Fi channel model Yet Another Network Simulator

TX and Rx Antennas per Node 1

Regular STA active probing False

Beacon interval [ms] 100

Transport protocol UDP

Offered load [Mbps] 100

Frame size [Bytes] 1000

C. Performance Metrics

Establishing metrics in the communication channel to pro-
vide an orientation about the covert channel’s performance is
paramount. The metrics are an insight into how the channel
performs under certain conditions and what might be improved
to optimize its operation. We have selected throughput, latency,
and transmission efficiency as metrics.

• Throughput: the number of secret bits successfully ac-
knowledged by the AP divided by the simulation time,
expressed in bps.

• Latency: the time passed between sending a probe request
with covert data and receiving the probe response in
milliseconds.

• Transmission efficiency: the total number of Probe Re-
sponses received divided by the number of sent Probe
Requests containing covert data, expressed in percentage.
The metric provides the percentage of acknowledged
covert messages.

D. Simulation Results - First Scenario

Fig. 6. Covert channel throughput vs. transmission interval for different
number of STAs

As shown in Fig. 6, the covert channel achieves its highest
throughput of 806 bps in the experiment with no external
interference with a transmission interval of 10ms. Analyzing
the relation between throughput and transmission interval, we
can draw the following conclusions.

The first observation is that when more STAs joined the
network and generated traffic slowly, the throughput started to
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decrease for the same transmission interval. This is because
the covert STA has to compete with every other STA to access
the wireless channel. Moreover, the AP has to split its resource
to handle requests from multiple STAs.

The second observation is that the channel throughput for
each experiment is inverse proportional to the transmission
interval. The more the transmission interval is extended, the
less the throughput, and regardless of the number of STAs
generating UDP traffic, the throughput values start becoming
very close.

Analyzing the transmission efficiency as presented in Fig.
7, the covert channel is perfect when there is no external
interference and no frame loss registered. We observed the
correlation between longer transmission intervals and trans-
mission efficiency in the presence of external traffic. The faster
the covert STA sends, the more frames are lost.

Longer transmission intervals improve covert channel ef-
ficiency by reducing the frame collision probability in an
environment with multiple STAs competing to access the
transmission medium. That fact is evident in scenarios where
the number of STAs was between 20 and 50. The minimum
efficiency value was for an experiment with 50 STAs, and the
efficiency was about 27%. However, when the transmission
interval was extended for a similar experiment, the efficiency
was above 70%.

It is crucial to highlight that the main factor contributing
to better channel throughput and efficiency is that the covert
channel uses the retransmission mechanism. The retransmis-
sion adds to the probability of a frame being successfully
delivered.

As presented in Fig. 8, the latency of the covert channel for
the scenario with no external traffic interference was below
1 ms. The more external interference, the slower the covert
channel gets due to channel occupancy and the AP handling
requests from the covert STA and regular STAs.

Fig. 7. Covert channel efficiency vs. transmission interval for different number
of STAs

E. Simulation Results - Second Scenario
When the Extended Support Rates field is added, the

relation between the network throughput and the transmis-
sion interval is expected to remain the same. The Extended

Fig. 8. Covert channel latency vs. transmission interval for different number
of STAs

Supported rates only add to the covert channel a few bits
sent per frame, increasing the throughput. To avoid presenting
a duplicate plot (throughput vs. Probe Request interval), we
added the Extended Supported Rates to the Probe Request and
conducted simulations to compare the network throughput and
latency. For the comparison, we used the shortest transmission
interval (10 ms) and repeated all the six experiments.

As demonstrated in Table II, adding the Extended Supported
Rates field positively influences the covert channel throughput.
It is observed that for a small network (10 STAs), the achieved
throughput is almost double the throughput when using only
the Support Rates option. As more STAs join the network, it
is observed that its throughput is still higher compared to the
first scenario. Table III indicates that the latency of the covert
channel with the Extended Supported Rates option remains on
the same level.

TABLE II
THROUGHPUT COMPARISON BETWEEN FIRST AND SECOND SCENARIO

1st Scenario
Throughput [bps]

2nd Scenario
Throughput [bps]

1 STA 806,67 1210,0

10 STAs 582,67 1031,1

20 STAs 319,43 413,6

30 STAs 263,93 290,5

40 STAs 225,83 259,9

50 STAs 175,33 221,0

VII. CONCLUSIONS

Wireless network attacks have become more sophisticated.
802.11 wireless networks implementation and procedures have
vulnerabilities exploited to conduct attacks against the net-
works. Countermeasures have been developed to detect and
eliminate such threats, and only a few methods can prevent
the attacks.

This paper presents a novel covert channel based on the
IEEE 802.11 standard. The described mechanism prevents
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TABLE III
LATENCY COMPARISON BETWEEN FIRST AND SECOND SCENARIO.

1st Scenario
Latency [ms]

2nd Scenario
Latency [ms]

1 STA 0,48 0,49

10 STAs 4,9 4,9

20 STAs 4,8 4,8

30 STAs 4,8 4,7

40 STAs 4,7 4,6

50 STAs 4,7 4,5

wireless STA from becoming a target of attacks and simul-
taneously allows secrete data transmission between STA and
AP. The secret message is hidden in the Supported Rate and
Extended Supported Rate fields and sent in the Probe Request
frame. The covert channel was implemented and analyzed
using the NS-3 network simulator.

The results demonstrated that for the shortest transmission
interval, the higher throughput and the lower latency can
be obtained. On the other hand, extending the transmission
interval decreases the throughput but increases the transmis-
sion efficiency. To improve the covert channel performance,
the optional Extended Supported Rates field was added to
increase the number of covert bits sent per single frame. That
possibility allowed the covert channel to increase the achieved
throughput. The proposed covert channel has retransmission
feature, which assures better data reliability.

The proposed covert channel is characterized by its im-
plementation simplicity, scalability, and data retransmission
capability. The covert channel could benefit from one more
layer of security improvements. As future research direction,
we point to creating a mechanism to verify the authenticity of
the AP sending the Probe Responses.
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