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On Secrecy Performance for Energy-Harvesting
Multi-Antenna Relaying Networks with a Dual-Use
Source
Jiliang Zhang, Gaofeng Pan, and Yiyuan Xie

Abstract—This paper studies the secrecy performance of an
energy-harvesting relaying system in the presence of a dualuse source node and an eavesdropper. Specifically, the source
has dual roles in the dual-hop communication: 1) to transmit
confidential information in the first hop; 2) to generate jamming
signal to interfere the eavesdropper in the second hop. Moreover,
the multi-antenna relay deploys a power-splitting harvesting
scheme to coordinate the information receiving and energy
harvesting, and adopts maximal ratio combining technique to
process the multiple copies of signals. Considering decode-andforward protocol and transmit antenna selection scheme, we
derive an analytical expression for secrecy outage probability,
and perform Monte Carlo simulation to validate the analysis.
Analytical results show that the SOP performance with the dualuse source node can be effectively improved when the relaydestination channel does not have absolute advantage over the
relay-eavesdropper channel.
Keywords—Decode-and-forward, dual-use, energy harvesting,
maximal ratio combining, secrecy outage probability

I. I NTRODUCTION
Nowadays, cooperative/relaying technique has received increasing interest in the context of physical-layer (PHY) security over wireless communication systems, as it can not
only significantly enhance the PHY security from informationtheoretic sense but also extend the coverage of information
transmission [1], [2]. For example, in [3], considering both
randomize-and-forward and decode-and-forward (DF) relaying
protocols, a hybrid half-duplex (HD)/full-duplex (FD) relaying
system was proposed to enhance the PHY security in terms
of secrecy capacity (SC) and average throughput. Taking into
account a joint relay and jamming selection scheme, the
authors derived the closed-form expressions for connection
outage probability, secrecy outage probability (SOP), reliable
and secure connection probability, and reliability and security
ratio in [4]. In [5], an analytical expression for SOP was
derived for a single-input multiple-output relaying system over
double Rayleigh fading channels.
Radio-frequency-enabled energy-harvesting (EH) is an efficient technique to prolong the lifetime of energy-constrained
systems [7]-[8]. Several works have been reported to investigate EH relaying systems in the context of PHY security
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[9]-[12]. The authors in [9] presented a thorough literature
review on PHY security in EH relaying systems. In [10], an
energy-efficient beamforming was proposed to minimize the
transmission power for a multiple-input single-output system
in the presence of multiple single-antenna eavesdroppers.
Assuming both perfect and imperfect channel state information
(CSI), a SC maximization problem was formulated under the
constraints of transmission power for a multi-antenna amplifyand-forward (AF) relaying system in the presence of multiple
multi-antenna harvest-and-jam helpers in [11]. In [12], a joint
beamforming vector designing problem at both the source and
the relay was investigated to maximize the SC for a multipleinput multiple-output (MIMO) EH relaying system.
To further enhance the PHY security, cooperative jamming
(CJ) has been utilized to confuse eavesdropper(s) [1], [13]. Assuming the relay equipped with multiple antennas, an artificial
noise (AN) assisted relay beamforming vector was proposed to
interfere the eavesdropper for HD and FD modes in [14] and
[15], respectively. Later, the work of [14] was extended into a
general MIMO scenario, where all nodes including the source,
the relay, the destination and the eavesdropper are with multiple antennas in [16]. Taking into account power-splitting (PS)
and time-switching (TS) schemes, a robust AN beamforming
vector was also proposed to minimize the transmission power
subject to the constraints of SC and relaying power in [17].
In the presence of multiple relaying nodes either performing
CJ or relaying, a SC maximization issue was investigated by
designing optimal and/or suboptimal relaying beamforming
vectors under the constraint of relaying power in [18] and
through a new joint relay and jammer selection scheme in [19].
References [20] and [21] proposed a destination based dualuse AN signal to interfere the eavesdroppers and to harvest the
relays concurrently in the transmission mode of the source. In
particular, an optimization problem by jointly designing the
PS factor and beamforming vector was studied in [20]. The
authors in [21] derived the analytical expression for average
secrecy capacity (ASC) when both PS and TS schemes were
considered.
It is noted that confusing the eavesdropper(s) is realized
by generating AN with the aid of either the node equipped
with multiple antennas [14]-[17] or extra helper(s) [18]-[21],
which also degrades the system performance of the legitimate
destination. Different from the aforementioned works, in this
work, we investigates the secrecy performance for a multiantenna EH relaying system operating in an HD mode with
a dual-use source. Specifically, the source has two roles in
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the dual-hop communication, i.e. to broadcast information
in the first hop and to generate interference to confuse the
eavesdropper in the second hop. The difference is two-fold.
First, unlike the conventional HD mode, the source utilizes a
portion of power to transmit the confidential information in the
first hop, and uses the remaining to generate jamming signal
to confuse the eavesdropper in the second hop. Assuming
no direct link exists between the source and the destination
[18], [19], the jamming signal generated by the source only
confuses the eavesdropper, and the destination is free from
it. Second, most of those works are limited to beamforming
vector design or resource allocation, and only a few works
evaluate the secrecy performance for multi-antenna EH relaying systems, i.e. Reference [21] investigates the ASC. In this
paper, we focus on secrecy performance in terms of SOP. In
particular, assuming the PS and DF schemes are employed at
the relay, the analytical expression of SOP has been derived.
Moreover, the maximal ratio combining (MRC) technique and
transmit antenna selection (TAS) scheme at the relay are also
considered.
The rest of this paper is structured as follows. In Section II,
system model is described. In Section III, the analysis of SOP
is presented. In Section IV, numerical results are evaluated.
Finally, concluding remarks are presented in Section V.

(CDF) can be denoted as
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respectively, where gb denotes the expectation of channel
power gain [26].
In this work, a PS harvesting scheme [27] is considered at
each antenna of R to coordinate the energy harvesting and
information transmission concurrently. Therefore, a portion
of the received energy is fed into the MRC processor for
information processing, and the rest is stored in the energy
harvester. As a dual-hop relaying scheme with two equal time
slots is considered, each slot is assumed to be with a duration
of T /2. In the first time slot, S uses a portion of the power,
ρ1 Ps , where 0 < ρ1 < 1 and Ps is the total power at S, to
transmit signal to R in the presence of E. The information
received and energy harvested at the mth antenna of R are


p
p
ρ1 Ps hSRm Xs + nRm a + nRm c (3)
yRm = 1 − ρ2
and

II. S YSTEM M ODEL

ERm = ρ2 ρ1 ηPs |hSRm |2 T /2

Consider a DF dual-hop relaying system operating in a
HD mode, which consists of a source (S), a relay (R),
and a destination (D) in the presence of an eavesdropper
(E). It is assumed that the relaying node is equipped with
M antennas, and each of the remaining nodes is with a
single antenna. A harvest-to-use scheme [22] is considered in
this work, in which the relaying node does not have extra
energy, and it harvests the energy from the source in the
first hop and uses up all the harvested energy to broadcast
the information in the second hop. We further assume that
the energy consumed in other operations such as information
decoding, MRC and TAS is ignored as the energy consumption
for transmitting the information is dominant in total energy
consumption [21], [23], [24]. Perfect CSI is also assumed to
be available at R to perform MRC and TAS. It is assumed
that the direct link between S and D is broken due to serious
fading [21], [25]. All links between S and each antenna at R
are assumed to experience independent and identical Rayleigh
fading, all the channels between each antenna at R and
D undergo independent and identical Rayleigh distribution,
and the remaining channels are with independent but not
necessarily identical Rayleigh-distributed. Furthermore, it is
also assumed that the channels between S and E in the first and
second time slots are independent but not necessarily identical
Rayleigh-distributed. This is reasonable in practical scenario
as E will adaptively adjust its relative locations to S and R
in the dual-hop communication processes to overhear more
information. The channel coefficient is denoted as hb , b ∈
{SRm , SE1 , RE, SE2 , Rm D} and m = 1, 2, · · · , M . Hence,
|hb |2 is with an exponential distribution and its probability
density function (PDF) and cumulative distribution function

where 0 < ρ2 < 1 is the PS factor, Xs is the transmitted
symbol at S, η is the energy conversion efficiency, nRm a
denotes the additive white Gaussian noise (AWGN) with zero
mean and a variance of N0 , and nRm c is the processing noise
[25], which is also modeled as AWGN with zero mean and
a variance of σ 2 . After that, all the M received information
copies are fed into the MRC processor, which outputs an
instantaneous signal-to-noise ratio (SNR) as
γSR =
where |hSR |2 =
denoted as [26]

(1 − ρ2 )ρ1 Ps |hSR |2
(1 − ρ2 )N0 + σ 2

PM

m=1

f|hSR |2 (x) =

(4)

(5)

|hSRm |2 with its PDF and CDF

M −1
λM
SR x
exp(−xλSR )
Γ(M )
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1
γ(M, xλSR )
Γ(M )

(7)

and
F|hSR |2 (x) =

respectively, where Γ(·) is the gamma function defined by
(8.310.1) in [28], γ(·, ·) is the lower incomplete gamma func1
tion defined by (8.350.1) in [28], and λSR = gSR
. Similarly,
the energy harvested at all the M antennas is combined
together to output the relaying power at R as
PR = ρ2 ρ1 ηPs |hSR |2 .
The received signal and instantaneous SNR at E are
p
ySE = ρ1 Ps hSE1 Xs + nE

(8)

(9)
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and

and
2

γSE =

ρ1 Ps |hSE1 |
N0

(10)

respectively, where nE is also modeled as AWGN with zero
mean and a variance of N0 .
In the second time slot, the relay employs TAS scheme to
select the best antenna in terms of the largest instantaneous
channel gain to transmit the processed information to D while
E is overhearing the information. The best antenna is selected
based on the information fed back from D. At the same time,
S utilizes the rest portion of power to send jamming signal to
confuse E. As the link between S and D is broken, D is free
from the jamming signal. Hence, the received signal and the
instantaneous SNR at D are
p
(11)
yRD = PR hRD Xs + nD


CRD =


1
log2 (1 + γRD ) − log2 (1 + γRE )
2

+
(19)

respectively, where {x}+ = max{x, 0}. When γRD  1
and γRE  1, we can have CRD ≈ { 12 log2 (γRD ) −
log2 (γRE ) }+ . This condition can be satisfied at higher SNR
and SINR regimes, which are also of interest for practical
communications. The instantaneous SC for S-R-D link is the
minimum value of those two hops and it can be expressed as
Cs = min(CSR , CRD ).

(20)

The SOP is defined as the probability when the even that
the instantaneous capacity Cs is below a target secrecy rate
Rs , i.e. Cs < Rs , occurs. Thus, the SOP can be given as
PSOP = P r(Cs < Rs )

and
γRD =

= P r(min(CSR , CRD ) < Rs )

PR |hRD |2
N0

(12)

= 1 − P r(min(CSR , CRD ) ≥ Rs )

respectively, where hRD denotes the largest channel coefficient
between all the M antennas of R and D, and its mathematical
representation can be expressed as

= 1 − P r(CSR ≥ Rs , CRD ≥ Rs )

|hRD | =

max

l=1,2,...,M

{|hRl D |}

(13)

with its CDF and PDF denoted as [29]
!M

x
F|hRD |2 (x) = 1 − exp −
gRD

where
P r(CSR ≥ Rs , CRD ≥ Rs )


|hRE |2
= P r |hSR |2 ≥ A|hSE1 |2 + B, |hRD |2 ≥ C
|hSE2 |2
2
2
2
= P r(|hSR | ≥ A|hSE1 | + B)P r(|hRD | ≥ Cz) (22)

(14)
in which A =
N0 β
(1−ρ2 )Ps ,

f|hRD |2 (x) =


M
x
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gRD


x
× exp −
gRD
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respectively.
Next, the received signal at E is
p
p
yRE = PR hRE Xs + (1 − ρ1 )Ps hSE2 XI + nE

(15)

(16)

where XI is the jamming signal from S, and the signal-tointerference-plus-noise ratio (SINR) is obtained as
γRE

PR |hRE |2
=
.
(1 − ρ1 )Ps |hSE2 |2 + N0

2
β[(1−ρ2 )N0 +σ 2 ]
2 )N0 +σ ]
,C=
, B = (β−1)[(1−ρ
N0 (1−ρ2 )
(1−ρ2 )ρ1 Ps
|hRE |2
2Rs
2
and z = |hSE |2 .
2
of (5) and (10), P r(|hSR |2 ≥ A|hSE |2 + B)

β=
Making use
in (22) can be re-expressed as

and
"

(21)

(17)

For mathematical simplification, we assume that the interference is dominant, which is also of practical interest [22],
|hRE |2
[30]. Thus, we have γRE ≈ (1−ρP1R)P
2.
s |hSE |
2

III. S ECRECY O UTAGE A NALYSIS
In this section, the derivation of SOP will be presented.
The instantaneous SC for the first and second time slots can
be obtained as


 +
1
CSR =
log2 (1 + γSR ) − log2 (1 + γSE )
(18)
2

P r(|hSR |2 ≥ A|hSE1 |2 + B)


|hSR |2 − B
= P r |hSE1 |2 ≤
A

Z ∞
x−B 
=
1 − exp −λSE1 (
) f|hSR |2 (x)dx
A
B
1
=1−
γ(M, λSR B) − I1
(23)
Γ(M )
where
∞


λSE1 
I1 =
x
exp − λSR +
x dx
A
B


λM
λSE1 B
× SR exp
.
Γ(M )
A
Z

M −1



(24)

Using (3.351.2.11 ) in [28], I1 can be further simplified into


λM
λSE1 B
λSE1 −M
SR
I1 =
exp
λSR +
Γ(M )
A
A


λSE1 
× Γ M, B λSR +
(25)
A
where Γ(·, ·) is the upper incomplete gamma function defined
by (8.350.2.11 ) in [28].
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0

λRE λSE2
=
(zλRE + λSE2 )2

0

10

M = 1, 2, 3 and 4

SOP

Since both |hRE |2 and |hSE2 |2 are independent and nonnegative random variables, the PDF expression of z can be
obtained as [29]
Z ∞
fz (z) =
xf|hRE |2 (xz)f|hSE2 |2 (x)dx
0


Z ∞
x exp −(λRE z + λSE2 )x dx
= λRE λSE2
(26)

1
1
and λSE2 = gSE
.
where λRE = gRE
2
Next, using (14), (26) and the power series shown in (1.111)
in [28], one can re-express P r(|hRD |2 ≥ Cz) as
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Simulation
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Z ∞
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Fig. 1. SOP vs τ for various M .

0

λRE λSE2
dz
(zλRE + λSE2 )2

Z ∞X
M 

M
=1−
(−1)k exp −kλRD Cz
k
0

0

10

×

k=0

λRE λSE2
dz.
(zλRE + λSE2 )2

τ = − 5, 0, 5, 10, 15, and 20 (dB)

(27)

Making use of (3.353.3) in [28], (27) can be further simplified into

SOP

×

P r(|hRD |2 ≥ Cz)




M 
X
M
λSE2 λRD kC
λSE2 λRD kC
=1−
(−1)k
exp
λRE
λRE
k
k=0



λSE2 λRD kC
× Ei −
+1
(28)
λRE
where Ei (·) is the exponential integral function defined by
1
.
(8.211.1) in [28] and λRD = gRD
Finally, SOP can be obtained by substituting (23) and (28)
into (21).
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Fig. 2. SOP vs ρ1 for various τ with Ps /N0 = 24 dB.
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In this section, analytical and simulation results for SOP
will be presented and compared. Unless otherwise explicitly
specified, the parameters of those results are set as follows:
M = 3, Ps /N0 = 30 dB, Rs = 0.1 bits/s/Hz, gSR = 1,
gRD = 1, gSE1 = 0.5, gSE2 = 0.5, η = 0.9, ρ1 = 0.5,
.
ρ2 = 0.5, N0 = σ 2 , and τ = ggRD
RE
Fig. 1 shows the SOP performance under various M . It is
observed that the SOP performance improves as the value of
M increases. This is because a higher value of M means more
antennas are equipped at the relay, which in turn can enjoy a
joint advantage of larger diversity gains benefited from the
MRC and TAS schemes employed at the relay in the first and
second hops, respectively. We also observe that both analytical
results and Monte Carlo simulation results match with each
other, which validates the accuracy of the analytical expression
derived.

SOP

IV. N UMERICAL R ESULTS AND D ISCUSSIONS

τ = − 5, 0, 5 and 10 (dB)
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Fig. 3. SOP vs ρ2 for various τ with Ps /N0 = 24 dB.

The SOP performance against ρ1 and ρ2 are presented
in Fig. 2 and Fig. 3, respectively. From Fig. 2, one can

ON SECRECY PERFORMANCE FOR ENERGY-HARVESTING MULTI-ANTENNA RELAYING NETWORKS WITH A DUAL-USE SOURCE

0

SOP

10

0

10
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SOP

observe that ρ1 has little effect on the SOP performance when
τ ≥ 10 dB, as the channel advantage of R-D link over R-E
link is dominated on the SOP performance, and generating
jamming signal from S to interfere E has little effect on
improving the SOP performance under this certain condition.
On the other hand, when τ is small, i.e. τ ≤ 5 dB, observed
from the trend of the three curves, it is clear to see that the
SOP performance when 0 < ρ1 < 1 is better than that when
ρ1 → 1. Note that 0 < ρ1 < 1 indicates the scenario that
there exists a jamming signal generated by the source in the
second time slot to interfere the eavesdropper, while ρ1 → 1
nearly means no jamming signal generated. Hence,we can
conclude that our proposed dual-use source model can have
better SOP performance than the conventional one without any
jamming signal when the R-D link does not have absolute
advantage over the R-E link, i.e. τ ≤ 5 dB. Moreover, we
can also observe that there is no much difference on the SOP
performance in a wide range of ρ1 in all the curves, i.e. ρ1
goes from 0.1 to 0.6 at τ = −5 dB, which indicates the
choice of ρ1 is flexible. Fig. 3 shows that a higher value
of ρ2 can lead to worse SOP performance as less energy is
used for information decoding at the relay. Furthermore, the
SOP performance improves as τ increases when τ ≤ 5 dB.
While τ > 5 dB, the SOP values almost remain unchange as
τ increases. This scenario can be explained by the fact that the
SC for S-R-D link is the minimum value of the two hops as
shown in (20), and increasing τ can only improve the SC in
the second hop. When CSR > CRD , increasing τ has positive
advantage on the SOP performance as Cs = CRD . On the
other hand, when CSR < CRD , τ has little effect on the SOP
performance as CS is dominated by the SC in the first hop,
i.e. CS = CSR .
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Fig. 5. SOP vs τ for various gSE2 .

that the SOP performance improves as gSE2 increases when
τ ≤ 5 dB. This phenomenon can be explained by the fact that
a higher channel gain results in a stronger jamming signal at E
to degrade its performance. On the other hand, when τ > 5 dB,
the SOP values remain unchanged as the value of channel gain
gSE2 increases as generating jamming signal has little effect on
improving the SOP performance under this certain conditions,
which also coincides with those observations in Fig. 2.
V. C ONCLUSION
This paper investigates the secrecy outage performance for
a multi-antenna EH relay system when the source plays dual
roles in the two-hop communications. Taking into account PS
scheme and DF protocol, an analytical expression for SOP
has been derived when MRC technique and TAS scheme are
performed at the relay in the first and second time slots,
respectively. Simulation results show that our proposed model
are very effective on improving the SOP performance when
the R-D link does not have absolute advantage over the R-E
link, i.e. τ ≤ 5 dB.
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