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Abstract. Fog networks facilitate ultra-low latency through the use of data availability near the network edge in fog servers. Existing work
in fog networks considers the objective of energy efficiency and low latency for internet-of-things (IoT) for resource allocation. These works
provide solutions to energy efficiency and low latency resource allocation problem without consideration of secure communication. This article
investigates the benefits of fog architecture from the perspective of three promising technologies namely device-to-device (D2D) communication,
caching, and physical layer security. We propose security provisioning followed by mode selection for D2D-assisted fog networks. The secrecy
rate maximization problem is formulated first, which belongs to mixed-integer nonlinear programming (MINLP) problem. It is NP-hard, that is
why an exhaustive search for finding the solution is complex. Keeping in view the complexity, a nonlinear technique namely outer approximation
algorithm (OAA) is applied. OAA is a traditional algorithm, whose results are compared with the proposed heuristic algorithm, namely the
security heuristic algorithm (SHA). Performance of the network is observed for the different numbers of eavesdroppers, IoT nodes, and fog

nodes.
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1. INTRODUCTION

In the future, the main requirement of Internet-of-Things (IoT)
applications, is low latency and high data transfer with relia-
bility. Fog computing is one of the promising 5G network ar-
chitectures from which these requirements of low latency and
reliable communication can be achieved [1-3]. Fog networks
involve the presence of data in the close vicinity of devices
which reduces the latency experienced by users. Fog computing
as an evolving architecture will support many future smart ap-
plications. There are many case studies in different fields such
as healthcare, vehicular ad-hoc networks (VANETS), and smart
cities where operations are practically done using the benefits
of fog computing [4-8].

Cache storage near the users promotes the IoT applications in
terms of fewer delays, high data rate, less energy consumption,
fewer resource usage, and security. For future 5G and beyond
5G networks, efficient content delivery techniques are required
to support all IoT applications. Cache-enabled fog servers can
deliver popular content to users with high speed and reliabil-
ity. The size of cache storage significantly affects the perfor-
mance of the network in terms of latency. More cached content
available in the near vicinity of users results in very fewer de-
lays [9-11].
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Device-to-device (D2D) communication in 5G fog networks
is a key solution to deal with challenges of spectrum utiliza-
tion, bandwidth management, and energy consumption. The di-
rect communication between the users results in less delay, as it
does not involve offloading from fog servers [12, 13]. As users
could get required files from a nearby D2D device, this mode
selection will promote less delayed and more reliable commu-
nication. Future dense wireless networks which will be com-
posed of an enormous number of smart heterogeneous devices
may face high latency and failure in communication by using
traditional cryptographic techniques [14]. To keep the confi-
dentiality of messages in the presence of eavesdroppers in the
network, physical layer security (PLS) is a new technology that
is less complex. PLS does not use the complex management of
distribution keys over different layers. The application of PLS is
very promising for future IoT networks, it involves the secrecy
rate calculation under the consideration of the randomness of
wireless networks.

This article provides a resource management scheme for a
D2D-assisted fog network in consideration of caching and secu-
rity. We have assumed a system network in which PLS gives se-
cure communication against an eavesdropper, caching and D2D
gives low latency to the users. The organization of this article
is as follows. We have built motivation based on the benefits of
promising techniques in the introduction part. Then we did a lit-
erature review to find the previous researcher’s contributions to
these technologies. We illustrate mode selection, caching, and
PLS in Section 3. Section 4 describes the algorithm used to find

© 2022 The Author(s). This is an open access article under the CC BY license (http://creativecommons.org/licenses/by/4.0/)


https://orcid.org/0000-0002-2730-4253
mailto:rabeeabasir@gmail.com

N

www.czasopisma.pan.pl P N www.journals.pan.pl

<

R. Basir, N.A. Chughtai, M. Ali, S. Qaisar, and A. Hashmi

the solution for the formulated problem. Section 5 represents
the simulation results followed by the conclusion.

2. RELATED WORK

Authors in [15] provide numerical results for the comparison
of total capacity, secrecy capacity, and wiretap capacity con-
cerning the number of eavesdroppers and the distance between
the transmitter and the eavesdropper. The correlation matrix
was formed with two 5G radio communication technologies
non-orthogonal multiple access (NOMA) and multiple input
multiple outputs (MIMO). An experiment is done for both ru-
ral and urban areas with consideration of wiretap (less dis-
tance between eavesdropper and legitimate receiver) and 5G
network (anywhere far distance between eavesdropper and le-
gitimate receiver) channel model. The correlation matrix is
formed on channel gains and noise calculation for legitimate re-
ceivers and eavesdroppers. Authors in [16] have calculated sys-
tem performance experimental results and compared them with
the theoretical results. They have calculated secrecy capacity
for both Amplify-and-Forward (AF) and Decode-and-Forward
(DF) protocols. Network performance is examined in terms of
secrecy outage probability (SOP) and strictly positive secrecy
capacity (SPSC). The authors conclude that for the proposed
NOMA-based system model, secure communication depends
on channel gains of the relay, strong user, and eavesdropper.

In [17], authors have considered a system model where a
primary user (PU) will get confidential information from the
satellite and a secondary user (SU) will receive it from the
base station (BS) which is surrounded by several eavesdrop-
pers. They have formulated a non-convex optimization problem
that maximizes the achievable secrecy rate (ASR) of SU, un-
der constraints of maximum power threshold of BS and max-
imum interference threshold of the primary user. The secrecy
rate is calculated for both coordinated (CE) and un-coordinated
eavesdroppers (UE). Two different algorithms were proposed
as a solution for both cases. [18] observed two optimization
problems which are minimizing the average delay and maxi-
mizing the sum data rate of NOMA-enabled Fog Radio Access
Networks. To solve the first problem authors have used Mc-
Cormick and Lagrange relaxation method. The Lagrange partial
relaxation method is used to decompose the original problem
into three convex subproblems. These decomposed problems
were solved using distributed algorithms. The second problem
is solved which jointly considers the mode selection, power al-
location, and subchannel assignment of fog users (F-UEs) to
the fog access points (F-AP).

In [19], authors calculate PLS in terms of secrecy capacity
calculation for vehicular networks. The secrecy capacity de-
pends on the bandwidth of the radio side unit (RSU) and vehic-
ular user (VU). They calculated their results in terms of secrecy
outage probability, which depends on the VU offloading rate
and allocated power, and RSU bandwidth. The relationship be-
tween transmit power and offloading rate will affect the value of
secrecy outage probability. Afterward, the authors explain the
performance affecting parameters that affect the secrecy provi-
sioning in the proposed system. These are delay, computation

at radio resources, and secrecy outage cost. Authors have de-
scribed the benefits of heterogeneous networks with upcoming
technologies PLS, caching, and most importantly energy har-
vesting techniques [20]. The considered network is composed
of ultra-dense small cells, massive MIMO, and mmWave tech-
nologies. In the first half of the paper, the authors have encour-
aged the use of PLS, caching, and energy harvesting separately,
along with a heterogeneous network. Secrecy rate in compari-
son with transmission rate is calculated for different densities
of base stations.

Energy cost minimization was done in [21] for MEC and
D2D networks. Cache-enabled D2D communication is pro-
posed which reduces the energy usage during transmission.
To model, the behavior of requests by users, the Markov de-
cision process (MDP) is applied. To deal with the complex-
ity of devices and small base stations Q-learning (QL) and
deep Q-network (DQN) algorithms are used, respectively. Cost
of energy consumption is calculated for the proposed DQN
algorithm, random caching, optimality, and without any user
caching. Authors in [22] explain the benefits of fog networks for
future distinctive IoT applications. The evolving 5G networks
also initiate challenges regarding security, models, and regula-
tions. The proposed system model is composed of legitimate
and non-legitimate receivers (IoT nodes) and transmitters (fog
nodes) in a static environment. A zero-sum game is formulated
between the attacker and the receiver. Q-learning reinforcement
technique is proposed to provide PLS for the proposed fog net-
work. This learning algorithm considers the channel state infor-
mation (CSI) to find parameters named as average time, relia-
bility, false alarm rate (FAR), and average error rate (AER).

Authors have improved the delivery latency using D2D co-
operation in the F-RAN which has cache-enabled edge nodes
(ENs) in [23]. Under the normalized delivery time (NDT)
metric, an optimal strategy is proposed which was based on
compress-and-forward D2D communication. To improve the
spectrum utilization of cellular networks, D2D communication
is a promising technology. In [24], authors formulated a joint
mixed-integer nonlinear optimization problem under power and
security constraints. Cellular users (CUs) can use cellular links
and D2D links simultaneously. The objective is to increase the
security in terms of secrecy rate for all the CUs. Downlink
secure resource management problem is investigated for both
single-channel and multi-channel D2D communications. The
proposed algorithms give win-win results for both users using
both CU links and D2D links.

In [25], authors have formulated a joint mixed integer pro-
gramming problem to maximize the secrecy rate under individ-
ual power constraints. The proposed model considered is com-
posed of a dual-hop multi-carrier system that has a source node,
relay node, destination node, and eavesdropper. The secrecy
rate is calculated for the legitimate receiver which is maximized
under the power allocation between the source node and re-
lay node, and afterward between the relay node and destination
node. The formulated problem is convex and the authors use the
duality theorem to find the solution which involves the Karush-
Kuhn-Tucker (KKT) optimal conditions. The problem is rede-
fined for the assumption of uniform power allocation at relaying
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nodes and source allocation. Extensive simulations are done to
provide a sub-optimal solution for the formulated problem us-
ing power optimization. [26] proposes a method that is secure
and efficient in computation. Using blockchain technology, the
D2D-associated fog model is proposed which is decentralized
and secure. The proposed method does not require special au-

thentication or any external party for authentication. For mu-
tual authentication for fog devices Ethereum smart contracts are
considered. Authors have proposed four algorithms that do ini-
tialization, registration, authentication, and location validation
phases. Performance metrics for which methodology is studied
are cost, time, and minor fees. In [27] authors proposed Fog-

Table 1
Related work contributions
Ref. Mod . . o . oo
© © .e Security | Caching Objective Constraints | Contribution
no. | selection
Radio Secrecy capacity is calculated for two radio frequency (RF) envi-
[15] v Secrecy frequency ronments, urban and rural. Correlation matrices are calculated to
capacity (RF) see the effects of the number of eavesdroppers and distance in both
environment | environments.
[16] v Secrecy Secrecy capacity is calculated for NOMA-based amplify-and-
capacity forward (AF) and decode-and-forward (DF) protocols.
Maximum achievable secrecy rate is calculated for 5G cellular
Max. secrecy power, .. . . S .
[17] v . networks coexisting with satellite networks which is operating on
rate interference
mmWave frequency.
Min. dela power, Two problems are solved. To minimize the delay, joint caching
[18] v v ) Y channel placement and association strategy is studied. For maximizing the
& Max. rate . . . . .
allocation | data rate, joint mode selection and power allocation are studied.
Max. secrecy Secrecy rate is calculated for vehicular computation offloading net-
[19] vi outage rate, power | works. Authors provide a resource management scheme for vehic-
probability ular users keeping in mind the presence of an eavesdropper.
A brief survey was written keeping in view the benefits of PLS,
[20] v v caching, and energy harvesting technologies for dense wireless het-
erogeneous networks.
An RL approach is proposed to cater the energy cost issue in
21] v Min. energy traffic a D2D-assisted cache-enabled MEC network. Energy calculation
cost amount was done under four different approaches, against different cache
hit ratio and user preference.
PLS is proposed for fog networks to tackle the attack of imperson-
[22] v Max. utility ation. Performance of the network is observed in presence of both
non-legitimate transmitter and receiver.
D2D communication can be used for minimizing the delay which
[23] v vi Min. latency is added during the delivery of content. It can also reduce the fron-
thaul links traffic by balancing the traffic on links.
PLS is added to cellular networks which are assisted with
Max. secrecy power, . .
[24] v v . D2D communication. A secure resource management optimization
rate security .
problem is formulated.
End-to-end secrecy rate is maximized using a high signal-to-noise
Max. secrecy ratio (SNR) for relay assisted multi-carrier wireless transmission
[25] v power . . . .
rate which uses dual-hop orthogonal frequency division multiplexing
(OFDM) power allocation scheme.
Blockchain technology is used which provides all requirements of
. security namely, data confidentiality, authentication, integrity, and
2 Auth . . o
[26] v uthentication anonymity. The results show that the proposed method is resilient
against cyberattacks.
A mixed-integer nonlinear secrecy rate maximization problem is
. formulated for D2D assisted fog network. To find the solution a
This Max. secrecy power, rate . . . . . . .
v v v . security heuristic algorithm (SHA) is proposed in comparison with
work rate & security . . .. .
the conventional linearization technique named as an outer approx-
imation algorithm.
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Engine solution for IoT applications with on-premises process-
ing capabilities. The solution reduces the size of data, reduces
data transmissions, and lowers the cost of cloud usage. Case
studies for smart homes and smart monitoring systems are also
discussed. In [28] authors review the security drawbacks that
are exhibited in Fog communication platforms. Investigation
and analysis are carried out on flaws that include access control,
authentication, privacy and trust management, evolving threats
and attacks, and security audits.

2.1. Contributions
It can be observed that existing works did not jointly con-
sider the physical layer security and mode selection for cache-
enabled fog networks. Using conventional security technolo-
gies researchers have provided solutions to network security.
There is no work to the date where physical layer security,
caching and mode selection are done for fog systems. Because
of the above research contributions, we pay attention to the
presence of eavesdroppers in the D2D-assisted fog network.
This security research is still in its early stages. Therefore, in
this work, we consider security, caching, and mode selection
for the fog network. Moreover, this is the first work that jointly
considers resource management and maximizes the secrecy rate
that helps in achieving secure communication. The main con-
tributions in this work are:

1. We have modeled a device-to-device (D2D) assisted fog
network, which considers two modes of connection.

2. Network security is added in terms of physical layer secu-
rity for cache-enabled fog networks.

3. A mixed-integer nonlinear optimization problem is formu-
lated with the objective function of maximizing the secrecy
rate for IoT nodes. This maximization of the secrecy rate
for an IoT node in presence of an eavesdropper enhances
secure communication.

4. The constraints of the formulated problem are secrecy rate
threshold, power threshold, and association constraint.

5. We have proposed a security heuristic algorithm that first
does the mode selection, whichever mode is selected se-
crecy rate is calculated for the network.

6. The performance of the proposed algorithm is compared
with the conventional linearization algorithm outer approx-
imation algorithm. Our proposed algorithm shows better re-
sults.

3. FOG SYSTEM ARCHITECTURE

This article considers fog network and D2D communication as
shown in Fig. 1. Fog network consists of a cloud server and sev-
eral fog servers. The cloud server is centralized signaling, com-
putational, and processing unit, directly connected to all fog
servers via wired backhaul links. Fog servers are with less stor-
age capacity and processing capability as compared to the cloud
server, placed at the near-end of the network. Fog servers have
connections among each other to coordinate and share informa-
tion via dedicated wireless links. Fog servers with cached data
and being in close vicinity of users, provide low-latency, more
reliable, and high data rate. Proposed system model considers

the fog system model considering one cloud server which is re-
sponsible for heavy computation and processing to ensure non-
stop communication. There is F' number of fog servers which
serve users based on required QoS measurements. There are
two possibilities regarding file downloading, if the requested
file is available in the memory of fog server it is directly passed
to the user. While non-availability of file requires the file fetch-
ing from the far-away cloud server. There is N number of IoT
users which can be connected to either fog server or in D2D
connection mode. IoT users with high data rates and similar
content requests can be served in D2D communication mode.

3.1. Resource allocation model
xi' represents the mode selection variable whether user n

is in D2D mode or any fog server, where m € .# =

{92,%,Z J ..,Zr}. Let there be f number of fog servers
such that f €. ={1,2,...,F}. There are n number of users
neN = {1,27 ...,N}, which support 5G IoT application sce-

nario (industrial floor, healthcare, smart city, etc.). The fog
servers are equipped with a limited storage capacity which can
store Sy bits of popular data. Let p?, and pf;ﬁF be the power allo-
cated to user n while connected in D2D mode or any fog server
Fr respectively. Channel gains in both modes m = {2, . %} de-
noted by /7, and fﬂ% with antenna gains of G, and H, respec-
tively are given as follows:

o o
dy’

d a
poren(L).

where hhg and fﬁ% are Rayleigh random variables for D2D and
fog mode connection. & gives the value of lognormal shadow-
ing and d, represents the reference distance from far field an-
tenna. Distances of user in both modes are given as d and d #.
o is the path loss constant. The C7, and C' are the channel ca-
pacity of n-th user in D2D pair and in fog mode, respectively.
The possible data rate in these two modes can be calculated
using the following equations:

My = W E G ()

o

Vo Pl P
Coy () =logy (147472 ), Vne A, ©

n n
P.fiFf T

C(pls )—log2<1+ ¥ > Vne N, feF, @)

where channel noise suffered by the signal is given as N,.

3.2. Secrecy rate calculation model

Secrecy rate is separately calculated for all users in both con-
nection modes, i.e., fog mode and D2D pair communication
mode. After the mode selection, we consider the physical layer
security problem in the orthogonal frequency domain multiple
access (OFDMA) based fog network which consists of multi-
ple users, multiple fog servers, and an eavesdropper. We assume
that channel state information for all users is known to the fog
server and transmitter in a D2D mode pair. The eavesdropper is
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Fig. 1. Fog D2D-assisted system model

in close vicinity of the user and being passive targets the infor-
mation of all the nearby users. Let us assume an eavesdropper
e is trying to steal information from user n which is legitimate
receiver as shown in the figure. Physical layer security can be
added by maximizing the user’s secrecy rate. Secrecy rate of
a user can be calculated by the difference of channel capac-
ities of user and eavesdropper. (4) and (5) give the received
channel capacity of user n in downlink transmission for both
modes of communication. For calculating the channel data rate
received by eavesdropper e, let us assume that the channel gain

is given as:
8 do\ “
8 =8¢k, <”> ,

= )

where d° is the distance of eavesdropper e, K, is the antenna
gain, g¢ is the Rayleigh random variable and & is the lognormal
shadowing. The data rate received by eavesdropper using above
equation can be given as:

To calculate secrecy rate, fog node must know the perfect
knowledge about signal-to-noise ratios of user n and eavesdrop-
per e. The secrecy capacity in fog mode of connection can be
expressed as [29]:

peg’
N,

C(p) = logy (1 i ©)

S7 (P57, P°) = Cz (Pz.) — C(p°),
71 n
Py;]f%) ~log, (1 n

o

(7
peg’
i ) ®)

Similarly, the secrecy rate calculation for a user in D2D mode
of connection is given as:

8% (P, r°) = C5(py) —C(p°),
S (P p¢) =1 1 prol' rflﬁ
@(p@7p )_ 0g> +

h e e
9 Pg
—lo 1
N, ) gz( TN,
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S (P p°) = logs (1 n

€))

). (10)

Using (7)—(10), the total network secrecy rate can be calculated
as:

S(P,P7") = X85 (P, ) + (1 = x3,)S% (P, ). (11)

In (11), the mode selection is given as: X, € [0,1] Vne A" m €
A . If an n user gets the requested file from a near-by D2D user,
then xJ;, will be equal to 1. If fog mode is selected then xj, = 0,
only second factor of equation will be counted for calculation
of secrecy data rate. Table 2 shows all symbols and parameter
descriptions used in this article.

3.3. Problem formulation

Considering the factors of mode selection, caching, and phys-
ical layer security, our aim is to maximize the network se-
crecy rate. The maximization optimization problem under QoS
(power, rate and security) constraints can be written as:

%(Xfmpfpm) =max ), ) S(P%.,p2")
neN meAH

subject to following constraints:

Cl: Y x,<1  Vned,
meM
C2: S(pf’%,p@”) >0, YneN,
C3: x,p5 <Py Vne N (12)
Ci: Y p PR VST,
neN
C5: py>0,p% >0 YneN.

The objective function in (12) is sum-secrecy rate maximization
while satisfying constraints C1 to C5. Constraint C1 ensures
the association of a user in only one mode, i.e. m = {2,.%}.
Constraint C2 ensures the security of each IoT node in a fog
mode of connection, 8, > 0 is the minimum secrecy rate for
node n. Constraints C3 and C4 are power constraints for D2D
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and fog mode, respectively. In the case of D2D communication,
C3 ensures that the power experienced by D2D should be less
than the maximum threshold power Py . C4 ensures that the total
power allocated to all users at fog .#r must be within the total
available power Py“l;"‘ Constraint C5 shows the non-negative
power constraint.

Table 2
Fog network parameters description
Symbol Description
N Total number of users
F Total number of fog servers
pf’% Downlink power of n-th user in fog mode
Py Downlink power of n-th user in D2D mode

Zox | Maximum power of a fog node
FF

Py Minimum threshold power for D2D mode

2 Downlink power of e-th eavesdropper
[ Minimum secrecy rate requirement for a user

hy, Channel gain of n-th user in D2D mode

EIF Channel gain of n-th user in ' fog mode
g° Channel gain of e-th eavesdropper
G, Antenna gain for n-th user in D2D mode
H, Antenna gain for n-th user in F' fog mode
K, Antenna gain for e-th eavesdropper
d, Reference distance
dg Distance of n-th user from D2D transmitter
d%_ Distance of n-th user from F fog transmitter
d¢ Distance of e-th eavesdropper

h7}ﬁ Rayleigh random variable of n-th user in D2D mode

U’Z;F Rayleigh random variable of n-th user in F' fog mode

ZF Rayleigh random variable of n-th user in F fog mode
gigF Rayleigh random variable of e-th eavesdropper

13 Zero mean Guassian random variable

a Path loss constant

N, Channel noise suffered by the signal

4. PROPOSED ALGORITHMS

The mathematical model in (11) is solved using the outer
approximation algorithm (OAA) followed by a heuristic ap-
proach. OAA is a conventional optimization algorithm while
a heuristic algorithm is developed on basis of the best SNR.
The work is carried out in terms of performance analysis of the
network under QoS factors.

4.1. Outer approximation algorithm

The formulated problem is NP-hard and belongs to MINLP
class. It is a complex problem as it is composed of all types
of variables (binary, continuous, and integer). The exhaustive
search algorithm (ESA) can not be used to find the optimal so-
Iution because of the problem nature, i.e, complex and chal-

lenging. The complexity of ESA increases exponentially as the
number of nodes in the system increases. Search space for ESA
of finding the solution will be given as 2ln+f |, this means the
algorithm has to solve pliari optimization problems. This com-
plexity analysis brings the use of OAA [30] to solve the prob-
lem. Algorithm 1 explained the pseudo-code of OAA.

OAA works on the principle of decomposition method in
which a problem is decomposed into non-linear programming
(NLP) sub-problems and mixed-integer programming (MILP)
master problem. Four propositions are satisfied by the objective
problem. To study these, let us consider F to be the objective
and Acy—cs to be the set of constraints of (12), p = {py,pz, }
and .2~ = xUp. The propositions are as follows:

e p is nonempty, compact, and convex in nature. For fix value
of 2, the objective function / and constraints set Ac;_cs
are convex in p.

e Objective function / and constraints set Acj_cs are differ-
entiable.

e Fixing 2", the NLP problem can be solved.

e Fixing 27, at the solution of each NL continuous subprob-
lem, constraint qualification holds.

4.2. Security heuristic algorithm

This is a mode selection strategy, where n-th user gets requested
files either in D2D mode or fog mode. Mode selection is based
on keeping the maximum secrecy rate. Algorithm 2 explained
the pseudo-code of SHA.

In the initial stage, first, the requested files are determined
whether they are available in D2D mode or not. If not then fog
mode is selected, for which F' x N channel matrix is generated.
Calculate the SNR using the second factor of (4) and the fog
node with the maximum SNR determined for downlink trans-
mission. Power is assigned to fog node f, and the data rate is
calculated using (4).

4.3. Complexities of algorithms

Complexities of algorithms are calculated in this section. To
find an optimal solution to a problem, the maximum required
number of iterations gives the complexity of the algorithm. It is
determined by the number of flops .% count, which is given as a
real floating point. [31] gives the quantitative intuition of flops
for every operation. One flop is added for addition, multiplica-
tion division, assignment, and logical operations, and two and
four flops are added for complex addition and complex multi-
plication operations, respectively. One flop is added when an el-
ement is added or subtracted from the set. 2abc flops are added
on matrix multiplication of two matrices having dimensions of
a x b and b x c. Using this, the complexities of OAA and SHA
can be calculated as F a4 and Fgya.

Foaa On basis of pseudo-code of OAA from statements 1 to
5, one flop is calculated, for 6th statement 2NF flops are
added, for each 7th and 8th statement 4NF$ flops are
added, for 9th statement 2NF § flops are added, for 10th
and 13th statements two flops are added, and for 11th
statement, one flop is added. While § is the constraint
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count for the formulated problem.

Foan =5+ 2NF +4NF & +4NF§
+ ONFS§+1+3,
Foas ~ 2NF + 10NF§.

(13)

Fsua As there are two modes involved, for both modes the
complexities are calculated as:

For fog mode: For statements 4 and 5, 2 flops are added;
for statement 6, NF flops are added, for statement 7,
N(N +2) flops are added. 2N flops are added for state-
ment 8; N and F flops are added for statements 9 and 10,
respectively. N and N(N + 5) flops are added for state-
ments 11 and 12, respectively. For statement 15, F'E flops
are added and for statement 16, E(E +2) flops are added.
2 flops are added for (11). (14) gives the numerical value
for the complexity of SHA.

Fspaa =2+NF +N(N+2)+2N+N+F +N
+ N(N+5)+FE+E(E+2)+2,

Fspa ~3F + 12N +2N* + FN + FE + E* 4 3E,

Fsia = 12N +2N? + F(3+N+E) + E(E +3).

(14)

For D2D mode: N(N+2) flops are added for statement
18, DE flops are added for statement 19. For statement
20, E(E +2) flops are added. 2 flops are added for (11).
It is given mathematically in (15).

Fsua =N(N+2)+DE+E(E+2)+2,
Fsua ~ 12N +2N* + DN + DE + E* + 3E,
Fsua ~ 12N +2N* +D(N+E) +E(E +3).

15)

Algorithm 1. Outer approximation algorithm

i1

2: Initialize 27

3: e+ 1073

4:Convergence < FALSE

5:While Convergence == FALSE do

6: pl { . —H(2%p);

subjectto, Aci—cs(Z',p) <0

7: Upper_Bound <  (Z',p*)

argminy,
Zpix

subjectto,

x=-F(2%p),
~VE(27 P (),
Act—cs(Z7,p"), _
~VAci-cs(27,p) (5P <0

arg min,

8: (27, p*, x*)

9: Lower_Bound < x

10: if U pper_Bound — Lower_Bound < € then
11: Convergence <— TRUE

12: else
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13:i+i+1
14: 271 2+
15: end_if

16: end_while

Algorithm 2 : Security Heuristic Algorithm

1: The objective function

2: first mode is selected and then total network secrecy rate is
calculated based on the following steps.

: if fog mode is selected (best fog node selection)

: initialize the number of fog nodes with F'.

: initialize the number of IoT nodes with N.

: create channel matrix by F X N.

: calculate SNR.

: find fog node f having maximum SNR with node n in down-
link transmission [SNRmax, Loc| = arg max e 7 ne. 4+ SNR.
9:forfe{l,...,F}do

0NN DL kAW

10:  forne{l,..,N}do

11: in downlink node n associates with fog F (1,n) Loc.
12: assign power to fog F (1,n) Loc associated with node
n in downlink and calculate data rate using (4).

13:  end for.

14: end for.

15: find the data rate of eavesdropper e which is in close vicin-
ity of node n and tried to steal the information, using (6).

16: calculate the secrecy rate using (7) and (8).

17: else D2D mode (more secure, operate at low power).

18: calculate the data rate using (3).

19: find the data rate of eavesdropper e which is in close vicin-
ity of node n and tried to steal the information, using (6).

20: calculate the secrecy rate using (9) and (10).

21: put the values in (11).

5. SYSTEM PERFORMANCE

The system’s performance is seen in this section for the pro-
posed SHA algorithm in comparison with the conventional op-
timization technique OAA. OAA is implemented using Basic
open source nonlinear mixed integer programming (BONMIN)
software [32]. Performance is observed for parameters namely;
mode selection, rate, and the number of resources.

5.1. Simulation parameters

The assumed system parameters are summarized in Table 3.
For simulations, the minimum number of 10 and the maximum
number of 80 users are taken. Four fog servers are assumed in
the system for all results except one Fig. 6, where we observe
the impact of the number of fog servers. The maximum power
for fog nodes and D2D pair is set to 41 dBm and 35 dBm re-
spectively. According to the antenna far-field, the reference dis-
tance is assumed as 20m. Antenna gain is 50, path loss exponent
is 2, while zero-mean Gaussian random variable for shadowing
is 10 dB. One eavesdropper is assumed for simulation results
except in Fig. 5, where 14 eavesdroppers are taken to observe
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the network performance. The minimum secrecy rate required
by a user has been assumed as {500,1000,2000} kbps.

Table 3
System parameters [29,33,34]

Parameter Value
Min. users 10
Max. users 80
User increment 10
Fog servers 4
Pgsx 41 dBm
Py 35dBm
do 20 m
a 2
0. {500,1000,2000} kbps
H, 50
¢ 10dB
e 1

5.2. Results and discussions

In Fig. 2, mode selection is shown against the number of users
in the system. Users get attached to either D2D mode or any
fog server depending upon the maximum secrecy rate calcula-
tion subject to the rate and power constraints. It can be seen that
more users are selected in fog mode as compared to the D2D
mode. D2D mode is selected less because of the lover avail-
ability of requested files in the nearby devices. Based on the
best channel, the user gets associated with a particular fog node.
The best channel is measured based on the maximum secrecy
rate calculation. If a user does not satisfy all the constraints,
then that user does not contribute to the secrecy rate calculation.
This mode selection is a random choice because it considers all
five constraints.

Mode Selection
30

25

23 3
|4 \
N
220 19 o
=} N 17
o N
3 14 15N 4
LBt 13 N4 —
§ " 11 IIE i 11
] N 8 N | —
< 66 6.7 \ N\ 5
HEE N N 52
5 *;—4; =3 EN ENEE | BENEE M=
B2 21 2 N N N N
o 0 o N N N 0\ N N
10 20 30 40 50 60 70 80

Total Number of Users in the System

D2D  Fogl 11 Fog2 - Fog3 xFog4

Fig. 2. Mode selection against number of users

The secrecy rate of the system is plotted against the total
number of users {10-80} in Fig. 3. The total network secrecy
rate is calculated considering all the constraints of (12). The
performance of the network is observed under SHA and OAA

Total Network Secrecy Rate

Secrecy Rate (Mbps)

. -
_
| | -
10 20 30 40 50 60 70 80
Total Number of Users in the System

70AA =SHA

Fig. 3. System secrecy rate against number of users

algorithms. The graph shows that with the increase in the num-
ber of users in the system, the secrecy rate is increasing. More
amount rate is generated when there are more users present in
the network. The percentage increase in secrecy rate calculation
is 86.19% and 83.19% for OAA and SHA respectively, when
users are increased from 10 to 80. For the same simulation pa-
rameters, the proposed algorithm gives better results than the
conventional OAA linearization algorithm. When there are 10
and 80 users in the system the percentage increase in secrecy
calculation is 30.86% and 7.49% for OAA and SHA, respec-
tively. More users in the system affect the rate of production
and it would be difficult to keep secure communication. This
fact is proved by the percentage increase calculation of both
algorithms.

In Fig. 4, for the minimum required user rate of 500 kbps,
1000 kbps, and 2000 kbps, the secrecy rate of the system is cal-
culated against the number of users in the system. With the in-
crease in QoS rate requirement, the secrecy rate of the network
is decreased. This is due to the fact of maintaining the rate re-
quirement of the users so that they received more secure data.
As the rate required for a user gets high, there is more power
allocation to users so that the user association gets maximized.
This fact can also be observed in this simulation result. A user
is rejected by the system if the rate requirement is not satisfied.

Secrecy Rate Vs Min. Rate Requirement

Secrecy Rate (Mbps)
8 8 8 8 8 3 8

=
o

|

20 30 4

0

50 60
Total Number of Users in the System

% 500kbps = 1000kbps 1 2000kbps

Fig. 4. System secrecy rate against minimum required user rate

The impact of the number of eavesdroppers in the system
against rate calculation is seen in Fig. 5. The total rate depend-
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Rate Calculation vs Number of Eavesdroppers
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Fig. 5. System rate calculation against number of eavesdropper

ing upon the system capacity is constant. It is obvious that with
the increase in the eavesdropper in the system, more data will
be stolen. We can see the decline in the secrecy rate against an
increase in the eavesdropper’s rate from the graph. The graph
shows average data rate results with standard deviation as con-
fidence bars. For Figs. 2-5 results, four fog servers are consid-
ered in the system.

Similarly, the impact of the number of fog servers {4-20} on
the secrecy rate can be observed in Fig. 6. The general secrecy
rate increasing trend against the number of fog servers in the
system can be seen. This is due to the availability of more re-
sources, more fog servers ensure more data production. More
number of fog nodes present in the system ensures more se-
crecy provisioning. For this simulation result, only two eaves-
droppers are considered in the system. Performance of the net-
work under the different number of fog servers is observed for
both algorithms, and SHA shows better results. For the simu-
lation results of Figs. 5 and 6, we kept 80 users that required a
minimum rate of 500 kbps.

Network Secrecy Rate

z g

2 =
S o

|

Secrecy Rate (Mbps)

4 8 12 16 20

Total Number of Fog Servers in the System
OAA =SHA

Fig. 6. System rate calculation against number of fog servers

6. CONCLUSION

In this article, for D2D-assisted fog network users, the physical
layer security is enhanced. An MINLP maximization problem
is formulated that maximizes the secrecy rate of a D2D-assisted
fog network under constraints of QoS requirements. A conven-
tional optimization algorithm, OAA has been used in compar-
ison with a heuristic approach named SHA. Simulation results

Bull. Pol. Acad. Sci. Tech. Sci., vol. 70, no. 5, p. 142652, 2022

show that SHA has significantly improved the security of the
proposed fog network. The performance of algorithms shows
that the proposed algorithm gives better results as compared to
the conventional solver. The impact of resources has also been
observed in the simulation results.
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